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Date: March 5, 2015

VRMF Level Data Results:

VRMF level From: 87.10.87.0

VRMF Level To: 87.10.113.0

Report for: DS8870

Code Bundle Contents

DS8000 Code | SEA or | DSCLI Client | STAT Tool Easy Tier Storage Manager

Bundle LMC Client Code Level

87.10.113.0 |7.7.10.354| 7.7.10.354 7.7.10.354 7.7.10.354 7.7.10.354
87.10.102.0 |7.7.10.317| 7.7.10.317 7.7.10.317 7.7.10.317 5.7.10.1182
87.10.91.0 |7.7.10.293| 7.7.10.293 7.7.10.291 7.7.10.293 5.7.10.1167
87.10.89.0 |7.7.10.291| 7.7.10.291 7.7.10.291 7.7.10.291 5.7.10.1167
87.10.87.0 |7.7.10.287 7.7.10.287 7.7.10.287 7.7.10.287 5.7.10.1165

This 1s a summary of the fixes in the R7.1 microcode releases.

Select Modifications Included in this Release Note:

This is a list of some modifications contained across one or more LIC levels (License
Internal Code) or microcode release(s). The potential impact is variable. Specific
environments may aggravate or degrade the potential impact.

Problem(s) reported in this release note may not be in higher levels of code bundles.

Definition of Problem Severity:
1 High Impact

- Acute: An irrecoverable error with potential loss of data.

- Serious: An irrecoverable error with potential loss of access to data.

2  Moderate
3 Service
4

- A function not operational and/or performance might be degraded.
- A recoverable error (no impact) and service improvements.

Improvements - Improvement changes for better Usability and Serviceability.

HIPER: High Impact problem that is Pervasive: 3 or more occurrences
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Acute: An irrecoverable error with potential loss of data

PAYV base and alias devices can not exist in same 32 address range
1. Problem Description: Detailed problem description and mitigation
http://www.ibm.com/support/docview.wss?uid=ssg1S1004395
Potential Impact of Problem: loss of data

Problem Severity: High Impact
Pervasive Problem: No

Release Bundle: 87.10.89.0
ID#: 285209

Nh WD

HIPER - 0x7178 MLE, SEFLC target volume in FCO08 state

1. Problem Description: After recovery from 0x7178 microcode logic error a Track-Space-
Efficient Flash Copy target volume can be left in FC08 (unable to destage) state

2. Potential Impact of Problem: loss of data

3. Problem Severity: Hiper

4. Pervasive Problem: Yes

5

. Release Bundle: 87.10.113.0
ID#: 286857

Serious: An irrecoverable error with potential loss of access to data.

Loss of access during host adapter firmware update on PPRC primary

1. Problem Description: When updating host adapter firmware on a PPRC primary, where the
secondary has already been updated, a microcode logic error may cause loss of access.
Note: This exposure only exists when upgrading from 87.10.89.0.

2. Potential Impact of Problem: loss of access

3. Problem Severity: High Impact

4

5

. Pervasive Problem: No

. Release Bundle: 87.10.91.0
ID#: 286229

Flashcopy target volume fenced
1. Problem Description: Fix a small time window during two destages to the same track, where

CS may mark both as "allocation destage".

Potential Impact of Problem: loss of access to target volume
Problem Severity: Serious

Pervasive Problem: No

. Release Bundle: 87.10.113.0
ID#: 282611

DA

HIPER - Flash Copy relationship stuck revertible
1. Problem Description: If an inband Establish Revertible command aborts because of a

communication timeout, the command is redriven on another path. But the original command
may still be in flight, and the two commands can collide.
2. Potential Impact of Problem: GM fatal error, or repeated suspends.
3. Problem Severity: HIPER
4. Pervasive Problem: Yes
5.

Release Bundle: 87.10.113.0
ID#: 285004


http://www.ibm.com/support/docview.wss?uid=ssg1S1004395
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HIPER - Improved handling of Lost Data Frame errors
1. Problem Description: When a serviceable event is generated for Lost Data Frame errors on a

Device Adapter loop, the affected loop will be placed in service mode.
2. Potential Impact of Problem: Multiple DDM rejections, possibly causing degraded array(s).
3. Problem Severity: HIPER
4. Pervasive Problem: Yes
5.

Release Bundle: 87.10.113.0
ID#: 289221

Host Adapter MLE x60CA with heavy read workloads
1. Problem Description: During periods of heavy read activity, a Host Adapter may run out

of Sequence Buffer Memory blocks, resulting in a microcode logic error.
2. Potential Impact of Problem: Fenced Host Adapter(s)
3. Problem Severity: High Impact
4. Pervasive Problem: No
5.

Release Bundle: 87.10.113.0
ID#: 292581

Moderate: A system path is not operational and performance might be
degraded.

PPRC Suspend due to track format mismatch being falsely detected

1. Problem Description: Track format checking can detect a false mismatch
when RO is uninitialized on a PPRC secondary volume.

2. Potential Impact of Problem: PPRC suspend, GDPS freeze

3. Problem Severity: Moderate

4. Pervasive Problem: Yes

5

. Release Bundle: 87.10.102.0
ID#: 286844

Global Mirror stuck in first pass due to a microcode logic error

1. Problem Description: Global Copy pairs are stuck in first pass and do not form consistency
groups.

2. Potential Impact of Problem: Global Mirror not forming consistency groups

3. Problem Severity: Moderate

4. Pervasive Problem: No

5

. Release Bundle: 87.10.102.0
ID#: 283328

PPRC link errors cause host adapter to be fenced

1. Problem Description: Host adapter recovery can fence a host adapter that experiences CRC
errors on a port used as a PPRC path.

2. Potential Impact of Problem: loss of path

3. Problem Severity: Moderate

4. Pervasive Problem: No

5

. Release Bundle: 87.10.102.0
ID#: 286001
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NVS saturation with large sequential bursts of PPRC data to secondary

1. Problem Description: NVS utilization for large ranks can result in PPRC and host I/O to
wait for NVS space, causing degraded performance.

2. Potential Impact of Problem: degraded performance

3. Problem Severity: Moderate

4

5

. Pervasive Problem: No

. Release Bundle: 87.10.102.0
ID#: 284307

Read 1/0 on FlashCopy source volumes not being counted by Easy Tier

1. Problem Description: On FlashCopy CST operation, Easy Tier records the read I/O statistics
on FlashCopy source volume against the target volume.

2. Potential Impact of Problem: degraded performance

3. Problem Severity: Moderate

4. Pervasive Problem: No

Release Bundle: 87.10.102.0
ID#: 286540

Change in how cache handles LRU demotes

1. Problem Description: Large sequential workloads can utilize excessive cache resources,
impacting performance of random workloads.

2. Potential Impact of Problem: degraded performance

3. Problem Severity: Moderate

4

5

. Pervasive Problem: No

. Release Bundle: 87.10.102.0
ID#: 285125

I0S0711 Start Pending with zHPF active
1. Problem Description: Microcode logic error if very high channel utilization causes I/O

operation to hang, invoking MIH.

Potential Impact of Problem: degraded performance
Problem Severity: Moderate

Pervasive Problem: No

. Release Bundle: 87.10.102.0
ID#: 284393

DR

Device Adapter MLE 0x14E

1. Problem Description: Adapter mailbox processing fails to get rank lock in time to assure
commands are not processed out of order.

2. Potential Impact of Problem: Fenced Device Adapter

3. Problem Severity: Moderate

4. Pervasive Problem: No

5

. Release Bundle: 87.10.113.0
ID#: 288831




|IBM System Storage DS8870 Disk Storage 5

87.10.x.x Release Notes Cumulative Summary v5.2

Erroneous suspend of PPRC volume pair

1. Problem Description: After receiving long busy response when writing to the secondary
volume, the primary volume also returned long busy for the write operation, as it should. The
host did not re-drive the write operation, and code failed to reset the out-of-sync condition on
the affected track(s).

Potential Impact of Problem: PPRC suspend

Problem Severity: Moderate

Pervasive Problem: Yes

. Release Bundle: 87.10.113.0
ID#: 292581

DR

PPRC link in High Failure Rate mode

1. Problem Description: Initial PPRC I/O operation on an adapter port is rejected, causing link
to go into High Failure Rate mode. Subsequent I/O operations are not affected.

2. Potential Impact of Problem: Degraded PPRC performance

3. Problem Severity: Moderate

4. Pervasive Problem: No

5.

Release Bundle: 87.10.113.0
ID#: 293529

Service: A recoverable error, Service improvements.

DC-UPS firmware change to correct battery life calculation

1. Problem Description: Initial battery life was originally mis-configured for 7 years, rather than
5.5 years.

Potential Impact of Problem: No early warning that batteries are approaching end-of-life
Problem Severity: Service

Pervasive Problem: No

. Release Bundle: 87.10.501.501
ID#: 296441

DR

AOS Access Control list is missing the group for Scandinavia

1. Problem Description: AOS ACLs are missing the group preventing remote support from
accessing the HMC via the embedded AOS gateway.

Potential Impact of Problem: No remote access with AOS

Problem Severity: Service

Pervasive Problem: No

. Release Bundle: 87.10.102.0
ID#: 288539

DR

DSCLI microcode logic error when querying SCSI reserve

1. Problem Description: The "showfbvol -reserve" can result in a microcode logic error that
causes warmstart for error recovery. If the command is issued enough times, the warmstart
recoveries can result in cluster failover.

2. Potential Impact of Problem: Cluster failover

3. Problem Severity: Service

4. Pervasive Problem: No

5

. Release Bundle: 87.10.102.0
ID#: 285875
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Last charge date greater than 8 months incorrectly reported

1. Problem Description: DC-UPS incorrectly reports the last charge date of the battery modules

is greater than 8 months due to a microcode logic error.
2. Potential Impact of Problem: none
3. Problem Severity: Service
4. Pervasive Problem: Yes
5

. Release Bundle: 87.10.91.0
ID#: 285572

RAS FRU callout improvement for Lost Data Frame errors

1. Problem Description: FCIC cable is at the top of the FRU list, even though it is the least
likely to fail. This change re-orders the list to put the FCIC cable at the bottom.

2. Potential Impact of Problem: none

3. Problem Severity: Service

4. Pervasive Problem: No

5.

Release Bundle: 87.10.113.0
ID#: 289351

Failed login count not synchronized on dual HMCs

1. Problem Description: After successful login on one HMC, the failed login counts on the
partner HMC may not be reset.

2. Potential Impact of Problem: User account locked

3. Problem Severity: Service

4

5

. Pervasive Problem: No

. Release Bundle: 87.10.113.0
ID#: 289485

HMC reboot causes MRPD data off-load failure

1. Problem Description: After a reboot of the HMC a microcode logic error causes a MRPD
data off-load failure. The only way to correct the MRPD data off-load failure is for the SSR
to reconfigure the MRPD off-load.

Potential Impact of Problem: none

Problem Severity: Service

Pervasive Problem: Yes

. Release Bundle: 87.10.113.0
ID#: 290710

DA

CUIR failed to vary off paths during host bay repair

1. Problem Description: During a host bay repair, a microcode logic error caused CUIR to skip
vary off of one of the host adapters

2. Potential Impact of Problem: Had to manually vary off the paths

3. Problem Severity: Service

4

5

. Pervasive Problem: No

. Release Bundle: 87.10.113.0
ID#: 292745
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Improvements: Improvement for better usability

FlashCopyv and PPRC support for LUNs larger than 2TB
1.

DR

Problem Description: PPRC and FlashCopy can support LUNs larger than 2 TB, this function
must be enabled by remote support

Potential Impact of Problem: N/A

Problem Severity: Improvement

Pervasive Problem: N/A

Release Bundle: 87.10.102.0

ID#: 279325

Add support for 1/0O Priority Manager to manage ESE volumes

1.

2
3
4
5

Problem Description: I/O Priority Manager can mange performance groups Extent Space
Efficient volumes with the DSGUI menus.

Potential Impact of Problem: N/A

Problem Severity: Improvement

Pervasive Problem: No

Release Bundle: §87.10.102.0

ID#: 285451

Support for secure connections via https to the DSGUI

1.

Problem Description: The HMC GUI can be accessed via http which is not encrypted.
This change will support https connections to the DSGUI

2. Potential Impact of Problem: security exposure
3.
4
5

Problem Severity: Improvement

. Pervasive Problem: N/A

Release Bundle: 87.10.102.0

ID#: 282605

PCR 7500 - z/OS Synergy

1. Problem Description: Adds support for SPID Set/Reset Fence commands
2. Potential Impact of Problem: none

3. Problem Severity: Improvement

4. Pervasive Problem: No

5. Release Bundle: 87.10.113.0
ID#: 289475
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Trademarks

The following terms are trademarks of the International Business Machines Corporation in the United States, other
countries, or both.

> AIX

> Enterprise Storage Server
> ESCON

> FICON

> i5/08

> iSeries

>[BM

> pSeries

>S§/390

> System Storage

> TotalStorage

> z/0S

> zSeries

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines Corp.,
registered in many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other
companies. A current list of IBM trademarks is available on the web at Copyright and

trademark information at http://www.ibm.com/legal/us/en/copytrade.shtml. Adobe, the Adobe logo, PostScript, and the
PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States,
and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered

trademarks of Oracle and/or its affiliates.

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in the United States, other countries,
or both.

© Copyright IBM Corp. 2004, 2011

Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.


http://www.ibm.com/legal/us/en/copytrade.shtml
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The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATIONS "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply

to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this

publication at any time without notice.



